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Industry-leading, secure, and fully 
featured for all enterprises.
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Take Content Central to the next level with a hosted solution for rapid remote access, anytime you 
need it. Ademero works closely with Google Cloud Platform to provide secure data-center facilities 

for your documents and information. Our customers and regulators expect independent verification 
of security, privacy and compliance controls. Google undergoes several independent third party 
audits on a regular basis to provide this assurance. This means that an independent auditor has 
examined the controls present in our data centers, infrastructure and operations.  Google has 

annual audits for the following standards:

SSAE16 / ISAE 3402 TYPE II
SOC 2  AND SOC 3 PUBLIC AUDIT REPORT

ISO 27001
ONE OF THE MOST WIDELY RECOGNIZED, 
INTERNATIONALLY ACCEPTED INDEPENDENT SECURITY 
STANDARDS. GOOGLE HAS EARNED ISO 27001 
CERTIFICATION FOR THE SYSTEMS, APPLICATIONS, 
PEOPLE, TECHNOLOGY, PROCESSES AND DATA CENTERS 
SERVING GOOGLE CLOUD PLATFORM

ISO 27017
CLOUD SECURITY, THIS IS AN INTERNATIONAL 
STANDARD OF PRACTICE FOR INFORMATION 
SECURITY CONTROLS BASED ON ISO/IEC 27002 
SPECIFICALLY FOR CLOUD SERVICES

ISO 27018
CLOUD PRIVACY, THIS IS AN INTERNATIONAL STANDARD 
OF PRACTICE FOR PROTECTION OF PERSONALLY 
IDENTIFIABLE INFORMATION (PII) IN PUBLIC CLOUDS 
SERVICES

FEDRAMP ATO 
FOR GOOGLE APP ENGINE

PCI DSS V3.0

GOOGLE PLATFORM CERTIFICATIONS - GOOGLE UNDERGOES SEVERAL INDEPENDENT 
THIRD PARTY AUDITS TO TEST FOR DATA SAFETY, PRIVACY, AND SECURITY.
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TECHNOLOGY WITH SECURITY AT ITS CORE
CLOUD PLATFORM RUNS ON A TECHNOLOGY PLATFORM THAT IS CONCEIVED, DESIGNED AND BUILT TO 

OPERATE SECURELY. GOOGLE IS AN INNOVATOR IN HARDWARE, SOFTWARE, NETWORK AND SYSTEM 
MANAGEMENT TECHNOLOGIES. SERVERS ARE CUSTOM-DESIGNED WITH A PROPRIETARY OPERATING 

SYSTEM AND GEOGRAPHICALLY DISTRIBUTED DATA CENTERS. USING THE PRINCIPLES OF “DEFENSE IN 
DEPTH,” WE’VE CREATED AN IT INFRASTRUCTURE THAT IS MORE SECURE AND EASIER TO MANAGE THAN 

MORE TRADITIONAL TECHNOLOGIES.

&

EMPLOYEE BACKGROUND CHECKS 
GOOGLE VERIFYIES THEIR STAFF’S EDUCATION AND PREVIOUS EMPLOYMENT, AND PERFORMS INTERNAL AND EXTERNAL REFERENCE CHECKS. WHERE LOCAL 
LABOR LAW OR STATUTORY REGULATIONS PERMIT, GOOGLE MAY ALSO CONDUCT CRIMINAL, CREDIT, IMMIGRATION, AND SECURITY CHECKS. THE EXTENT OF 

THESE BACKGROUND CHECKS IS DEPENDENT ON THE DESIRED POSITION.

OPERATIONAL SECURITY 
FAR FROM BEING AN AFTERTHOUGHT OR THE FOCUS OF OCCASIONAL INITIATIVES, SECURITY IS AN INTEGRAL PART OF OUR OPERATIONS.

VULNERABILITY MANAGEMENT 
GOOGLE ADMINISTRATES A VULNERABILITY MANAGEMENT PROCESS THAT ACTIVELY SCANS FOR SECURITY THREATS USING A COMBINATION OF COMMERCIALLY 

AVAILABLE AND PURPOSE-BUILT IN-HOUSE TOOLS, INTENSIVE AUTOMATED AND MANUAL PENETRATION EFFORTS, QUALITY ASSURANCE PROCESSES, SOFTWARE 
SECURITY REVIEWS AND EXTERNAL AUDITS. 

STRONG SECURITY CULTURE
GOOGLE HAS CREATED A VIBRANT AND INCLUSIVE SECURITY CULTURE FOR ALL EMPLOYEES. THE INFLUENCE OF THIS CULTURE IS APPARENT DURING THE HIRING 
PROCESS, EMPLOYEE ONBOARDING, AS PART OF ONGOING TRAINING AND IN COMPANY-WIDE EVENTS TO RAISE AWARENESS.

INCIDENT MANAGEMENT 
GOOGLE HAS A RIGOROUS INCIDENT MANAGEMENT PROCESS FOR SECURITY EVENTS THAT MAY AFFECT THE CONFIDENTIALITY, INTEGRITY, OR AVAILABILITY 
OF SYSTEMS OR DATA. IF AN INCIDENT OCCURS, THE SECURITY TEAM LOGS AND PRIORITIZES IT ACCORDING TO ITS SEVERITY. EVENTS THAT DIRECTLY IMPACT 
CUSTOMERS ARE ASSIGNED THE HIGHEST PRIORITY. THIS PROCESS SPECIFIES COURSES OF ACTION, PROCEDURES FOR NOTIFICATION, ESCALATION, MITIGATION, 
AND DOCUMENTATION.

STATE-OF-THE-ART DATA CENTERS
GOOGLE’S FOCUS ON SECURITY AND PROTECTION OF DATA IS AMONG OUR PRIMARY DESIGN CRITERIA. GOOGLE DATA CENTER’S PHYSICAL SECURITY FEATURES 
A LAYERED SECURITY MODEL, INCLUDING SAFEGUARDS LIKE CUSTOM-DESIGNED ELECTRONIC ACCESS CARDS, ALARMS, VEHICLE ACCESS BARRIERS, PERIMETER 
FENCING, METAL DETECTORS, AND BIOMETRICS, AND THE DATA CENTER FLOOR FEATURES LASER BEAM INTRUSION DETECTION. DATA CENTERS ARE MONITORED 
24/7 BY HIGH-RESOLUTION INTERIOR AND EXTERIOR CAMERAS THAT CAN DETECT AND TRACK INTRUDERS.

SECURING DATA
DATA IS MOST VULNERABLE TO UNAUTHORIZED ACCESS AS IT TRAVELS ACROSS THE INTERNET OR WITHIN NETWORKS. FOR THIS REASON, SECURING DATA IN 

TRANSIT IS A HIGH PRIORITY FOR GOOGLE. DATA TRAVELING BETWEEN A CUSTOMER’S DEVICE AND GOOGLE IS ENCRYPTED USING HTTPS/TLS (TRANSPORT 
LAYER SECURITY). IN FACT, GOOGLE WAS THE FIRST MAJOR CLOUD PROVIDER TO ENABLE HTTPS/TLS BY DEFAULT. FOR DATA AT REST, GOOGLE USES SEVERAL 

LAYERS OF ENCRYPTION TO PROTECT  DATA. MORE DETAILS CAN BE FOUND HERE: HTTPS://CLOUD.GOOGLE.COM/SECURITY/ENCRYPTION-AT-REST/


